Jazz Solutions, Inc

JSL

Engineered to Execute™

IDENTITY, CREDENTIAL,
ACCESS MANAGEMENT

Bring Identity Relationships

Under Control

Managing and protecting access to sensitive customer, business, and organizational data and systems is critical
to any organization’s success. Failure to do so, enables external hackers and malicious insiders to target and
exfiltrate sensitive information that could erode trust and cripple an organization’s operations. Controlling access
to enterprise systems and data are paramount to protecting data and maintaining trust. Both the GSA Zero Trust
Reference Architecture and the CISA Zero Trust Maturity Model list user/identity as the first pillar of zero trust
practice. Jazz Solutions, Inc. (JSL) can improve your organization’s security posture by delivering the
appropriate ICAM stack for your environment.
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JSL'’s identity, credential, and access
Jazz Solutions, Inc. (JSL) provides ICAM services for management services provide

federal programs and commercial customers. Our ICAM governance and security to critical
implementations provide customers with reliable,
secure solutions across multiple ICAM technologies.
We support everything from full cloud ICAM Software-as-
a-Service (SaaS) implementations to complete on-
premises software running in private data centers or in
public cloud Infrastructure-as-a-Service (laaS)
applications.

government systems; our ICAM
systems have securely performed
more than 1 billion authentications.

JSL's Alliances Represent the Best in the ICAM Industry.
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Solution Offerings

Identity and Access
Management (IAM)

Securely connect every enterprise
user to the right level of access.

Consumer Identity and

Access Management (CIAM) JSL's ICAM Solutions provide:
Control customer access to business o Complete Scalable and
applications and digital services. Extensive Enterprise Security
for ICAM, Identity Federation,
Privileged Access and Audit Compliance
Management (PAM) « Deep Experience with Highly
IAM based on the principle of least Visible, Public Facing
privilege, which is crucial to modern Websites Supporting Millions
cybersecurity best practices.
of Users
Zero Trust Architecture * Implementation of Multi-
Both the GSA Zero Trust Reference Datacenter. and FedRAMP
Architecture and the CISA Zero Trust Cloud Environments

Maturity Model list user/identity as
the first pillar of Zero Trust practice.

JSL Customers & Citizens Served Today
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Federal Student Aid (FSA) Access and Identity Management System (AIMS)

JSL built and continues to operate AIMS, FSA’s ICAM solution. AIMS provides identity authentication and
access services to approximately 99,000 users of FSA applications for partners, employees, and
contractors. It provides standards-based options for onboarding FSA business applications. AIMS
supports standards-based integrations using SAML, OAuth, and SCIM as well as support for reverse
proxy integrations and custom APIs. AIMS provides the core technology components and the
associated processes/workflows necessary for implementing an enterprise security system for
FSA’s 20+ line-of-business applications. JSL's approach to AIMS operations provides many benefits to
FSA:

« Reductions in costs for application development, maintenance, hardware, and software

« Establishment of a common set of technical standards and reusable business processes that

multiple applications use.

Federal Student Aid (FSA) Person Authentication Service (PAS)
JSL designed, developed, implemented, and continues to operate PAS, the FSA’s non-privileged user
CIAM solution supporting 85 million applicants, students, parents, and borrowers. PAS routinely
manages more than two million authentications per day—more than 50 per second. The PAS system
leverages IBM Security Verify Access for access management and federation services, combined with a
custom designed identity repository and custom-built Application Programing Interfaces (API), to support
application integration. JSL provides Subject Matter Experts on commercial off-the-shelf products and is
responsible for installation, configuration, upgrades, troubleshooting, and maintenance in support of
evergreening efforts and high availability architecture.
The JSL PAS ICAM solution has achieved:

« 85 million user accounts

190 million annual authentications

2 million single day authentications

21 million annual registrations

260,000 single day account registrations
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About JSL

Founded in 2013, Jazz Solutions, Inc. (JSL) is an economically-disadvantaged, woman-owned, SBA certified
8(a) small business serving federal, state, and local governments. Our headquarters is located in Ashburn,
Virginia; JSL has other office locations in Virgina (Virginia Beach), D.C, and Maryland.

JSL designs and manages solutions customized to each customer’s unique mission and business objectives.
We understand there is a not a “one size fits all approach” to customer success. Our project experience
ranges from assigning a single, specialized subject matter expert to large-scale mission-critical system
deployment affecting nearly a quarter of a billion citizens. We successfully serve our customers by
customizing solutions that blend industry best practices, emerging technology, high caliber professional talent,
and more than a decade of gained experience. Currently, we are leading 20 prime contracts and supporting
large systems integrators on another dozen high-profile programs that are delivering meaningful results
through technical and management advisory, system/app development and integration, identity and
access management, and cloud services, to name a few.
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Jazz Solutions Contact Information

Solutions@jazzsol.com
www.jazzsolutions.com

Dustin Hoover, Jeff Goldhirsch, Kristen Larson, 20745 Williamsport Place, Suite 320
Chief Growth Officer  Chief Technology Officer  Chief Executive Officer Ashburn. VA 20147
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