ICAM

Jazz Solutions Inc.

Protecting access to sensitive
customer and organizational data

Jazz Solutions, Inc. (JSL) knows that
controlling access to enterprise systems and
data is paramount to maintaining trust.

Our Identity, Credential, and Access Management (ICAM)
implementations provide customers with reliable, secure
solutions across multiple technologies. Whether implementing
full cloud Software-as-a-Service (SaaS), on-premises software
in data centers, or cloud Infrastructure-as-a-Service (laaS)
environments, JSL has the expertise to deliver tailored solutions.

We ensure that our customers achieve the appropriate
assurance levels outlined in NIST SP 800-63 Digital Identity
Guidelines. We also support the evolving security needs of Zero
Trust Architectures, ensuring that identity solutions are aligned
with the overall security posture of these frameworks.

.1 IDENTITY & ACCESS MANAGEMENT (IAM)
|_®_| Securely connecting every enterprise user to the
right level of access.
ﬁ —=— CUSTOMER IDENTITY & ACCESS
") MANAGEMENT (CIAM)
—= Controlling customer access to business applications
and digital services.
o= PRIVILEGED ACCESS MANAGEMENT (PAM)
- IAM based on the principle of least privilege, crucial
to cybersecurity best practices.
o — ZERO TRUST ARCHITECTURE
Platform support provides performance and security
monitoring. Solutions support provides analysis for
continuous system enhancement and maintenance.
] IDENTITY PROOFING

rl‘e' JSL utilizes TransUnion services to provide third-
party identity proofing to support user verification
and secure applications.
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KEY METRICS ICAM SOLUTIONS

JSL provides customized ICAM solutions, using the best

250 million (and climbing) citizen , ,
technology to meet each client’s unique needs.
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Person Authentification Séervice (PAS)
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U.S. Department of Education
Kristen Larson T
Chief Executive Officer éi?e??leinlr:z(l:;‘gy Officer JSL developed gnd operates the Person Authentication .Service (PAS), a
Customer Identity and Access Management (CIAM) solution for Federal
CERTIFICATIONS Student Aid (FSA) non-privileged users, including 100 million+ students,
parents, and borrowers. Handling 2 million+ authentications daily,
@ PAS provides secure and seamless access management across FSA's
150 5001 @ CMMIDEV /3 applications. PAS integrates custom APIs and a purpose-bulilt identity
021001 || AccreniTeo repository to support robust authentication. With 190 million annual
nrecnareo | IRCEEREREY @ CMMISVC/3 authentications and 21 million new registrations each year, JSL's PAS

empowers FSA to deliver secure, dependable access to its vast user base.
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Access & Identity Management Systemt (AIMS)
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An OFFICE of the U.S. DEPARTMENT of EDUCATI Wine Safety & Health Adminisration

JSL developed and operates the Access and Identity Management

fLnbide System (AIMS) for Federal Student Aid (FSA), a comprehensive ICAM

S & “”s'"‘“s,% and identity governance solution. AIMS supports approximately 99,000
SN2 s % assrow Ecmovosr users, including FSA partners, employees, and contractors, by providing
:§ ne«'% :, ﬂ ; Mfm secure, standards-based authentication and access services for key FSA
/// 0\\9\: '3;\ § 2024 applications. AIMS enables seamless integrations across FSA's applications
u,b“«f AI4CES‘Q using SAML, OAuth, SCIM, and custom APIs. By implementing common
o technical standards and reusable processes, JSLs solution reduces FSA's
CONTACT costs for development, maintenance, and hardware. Additionally, AIMS
. is a key component in FSA's implementation of its vision for Zero Trust
Main Office 5714411036 Architecture, ensuring robust security through continuous validation of
20745 Williamsport solutions@jazzsol.com user identities and access policies.
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