ICAM

Jazz Solutions Inc.

Protecting access to sensitive
customer and organizational data

Jazz Solutions, Inc. (JSL) knows that
controlling access to enterprise systems and
data is paramount to maintaining trust.

Our Identity, Credential, and Access Management (ICAM)
implementations provide customers with reliable, secure
solutions across multiple technologies. Whether implementing
full cloud Software-as-a-Service (SaaS), on-premises software
in data centers, or cloud Infrastructure-as-a-Service (laaS)
environments, JSL has the expertise to deliver tailored solutions.

We ensure that our customers achieve the appropriate
assurance levels outlined in NIST SP 800-63 Digital Identity
Guidelines. We also support the evolving security needs of Zero
Trust Architectures, ensuring that identity solutions are aligned
with the overall security posture of these frameworks.

I 'Qo' 1 IDENTITY & ACCESS MANAGEMENT (IAM)

Securely connecting every enterprise user to the
right level of access.

E] — CUSTOMER IDENTITY & ACCESS
MANAGEMENT (CIAM)

Controlling customer access to business applications

and digital services.

O¥=| PRIVILEGED ACCESS MANAGEMENT (PAM)
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IAM based on the principle of least privilege, crucial
to cybersecurity best practices.

ZERO TRUST ARCHITECTURE

Platform support provides performance and security
monitoring. Solutions support provides analysis for
continuous system enhancement and maintenance.

e IDENTITY PROOFING & VERIFICATION
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rl" JSL's ICAM solutions integrate with third-party

= identity proofing services to support user verification,
fraud prevention, and secure access.
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Computing Infrastructure Providers,
Data Processing, Web Hosting

Custom Computer Programming Services
Computer Systems Design Services
Computer Facilities Management Services
Other Computer Related Services

Administrative Management & General
Management Consulting Services

Other Scientific & Consulting Services

Credit Bureaus

Highly Adaptive Cybersecurity Services
High Value Asset Assessments
Incident Response
Penetration Testing
Risk and Vulnerability Assessment

Identity, Credentialing and Access
Management
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KEY METRICS ICAM SOLUTIONS

100+ million citizen users supported JSL takes a technology-agnostic approach to ICAM. Rather than
ity across ICAM contracts defaulting to one vendor or product, we evaluate each agency's
current technology stack, user base, and security posture to

GO= 2+ million authentications processed recommend and deliver the solution that best fits its specific needs.
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WHO WE ARE CLIENT SUCCESS STORIES

LEADERSHIP

Access & Identity Management Systerh (AIMS)

U.S. Department of Education

JSL developed and operates the Access and Identity Management
o System (AIMS) for Federal Student Aid (FSA). AIMS supports
Kristen Larson Jeff Goldhirsch approximately 99,000 users, including partners, employees, and

Chief Executive Officer Chief Technology Officer contractors, by providing secure, standards-based authentication and
access for 20+ applications. AIMS enables seamless integrations across
CERTIFICATIONS applications using SAML, OAuth, SCIM, and custom APIs. By implementing
p common technical standards and reusable processes, JSLs solution
‘ C M M I reduces FSA's costs for development, maintenance, and hardware.
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Person Authentification Service (PAS)

CLIENTS U.S. Department of Education
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JSL developed and operates the Person Authentication Service (PAS),

a Customer Identity and Access Management (CIAM) solution for Federal
Student Aid (FSA) non-privileged users, including 100 million+ students,
parents, and borrowers. Handling 2 million+ authentications daily, PAS

CONTACT provides seamless access management across applications. Built with
Main Office 571 441 1036 IBM Security Verify Access, PAS integrates custom APIs and a purpose-
20745 Williamsport solutions@jazzsol.com built identity repository to support robust authentication. With 190 million
Place, Ste 320 jazzsolutions.com annual authentications and 21 million new registrations each year, PAS

delivers secure, dependable access to FSA's vast user base.
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FEDERAL ICAM PRIORITIES

Phishing-Resistant MFA <4 Zero-Trust Aligned <4 NIST 800-63 IAL2 <4 Synthetic Identity Fraud
FIDO2, PIV/PIV-I OMB M-22-09 AAL2/AAL3 Assurance Detection & Liveness
NIST 800-207

* Passwordless & Passkeys CISA ZTMM DHS CDM & FICAM * Cloud-N_ati\_le IDaaS
Alignment modernization



